JEFFREY GEORGE

Professional Summary

. IT Security professional with 2+ years of extensive experience in conducting risk assessment, Cyber/IT

auditing and compliance, system controls, system verification and validation testing techniques.

. Comprehensive knowledge on regulatory compliance for implementing and communicating Federal
Information Security Modernization Act (FISMA) compliance for the Federal government as well as

several infernationally recognized commercial frameworks. Areas of expertise include NIST, RMF

Skills

¢ Strong analytical and problem-solving abilities

Attention to detail and strong organizational skills

Cyber Security and Privacy

Policy and Contract Review

Risk Assessment/Analysis

Documentation and Reporting

IT Compliance Technical Support Processes & Workflows

Excellent Verbal & Written Communication

Security assessment and vulnerability scanning

e System Monitoring

Adaptability and willingness to learn

Professional Experience

IT Analyst 03/2021 to Current
American Frontier LLC

e Performs all activities of Assessment and Authorization (A&A) effort for information systems as well as site
accreditations.

e Update IT security policies, procedures, standards, and guidelines according o privacy and federal
requirements.

¢ Analyze Information Systems Security postures and Common Control Catalogs

e Review initiation documents including system security categorization (FIPS 199), e-authentication, and
PTA/PIA.

e Aftends Governance Risk and Compliance Meetings for updates on projects and systems on weekly basis

e Review National Institute of Standards and Technology (NIST) 800-53 Rev 4, including Appendix J (Privacy
Controls) for guidance and policies

¢ Analyzed, mitigated and managed risk within a federal information system that stores, process, and transmit
Personally Identifiable Information (PII).

e Conduct Business Impact Analysis (BIA) fo analyze mission-critical business functions, and identify and
quantify the impact those functions if these are interrupted

e Ensure information security assessments, vulnerability scans, and internal penetration testing were performed
to ensure that information systems are adequately protected to meet security requirements.



Training & Certifications

e CompTIA Security+ - 07/21
e AWS Certified Cloud Practitioner — 03/23

Technical Skills

Platforms:  Windows
Tools: MS Office Suite, Nessus, GRC Tools (RSA Archer, Risk Vision)
Framework: Extensive experience with NIST

Education

Purdue Global University — BSc in Business Administration



